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SYSTEMSANALYSIS OF SAFEGUARDS EFFECTIVENESSIN A URANIUM CONVERSION
FACILITY
Hatem A. Elayat, Howard Lambert, and William J. O’ Connell
Lawrence Livermore National Laboratory
7000 East Ave., Livermore, CA 94550-9234, USA (925) 422-8983

ABSTRACT:

The U.S. Department of Energy (DOE) is interested in devel oping tools and methods for potential U.S. use
in designing and eval uating safeguards systems. For this goal several DOE National Laboratories are
defining the characteristics of typical facilities of several size scales, and the saf eguards measures and
instrumentation that could be applied. Lawrence Livermore National Laboratory is providing systems
modeling and analysis of facility and safeguards operations, diversion path generation, and safeguards
system effectiveness. The constituent elements of diversion scenarios are structured using directed graphs
(digraphs) and fault trees. Safeguards indicator probabilities are based on sampling statistics and/or
measurement accuracies. Scenarios are ranked based on value and quantity of material removed and the
estimated probability of non-detection. Significant scenarios, especially those involving timeliness or
randomly varying order of events, are transferred to simulation analysis. Simulations show the range of
conditions encountered by the safeguards measurements and inspections, e.g., the quantities of intermediate
materials in temporary storage and the time sequencing of material flow. Given a diversion campaign,
simulations show how much the range of the same parameters observed by the safeguards system can differ
from the base-case range. The combination of digraphs, fault trees, statistics and simulation constitute a
method for evaluation of the estimated benefit of alternate or additional safeguards equipment or features. A
generic example illustrates the method.

INTRODUCTION

The function of a safeguards system on a chemical conversion plant isin general termsto verify that no
useful nuclear material is being diverted to usein a nuclear weapons program. The IAEA now considers all
highly purified uranium compounds as useful [1].

The U.S. Department of Energy (DOE) is interested in devel oping instruments, tools, strategies, and
methods that could be of use in the application of safeguards to the front end of the fuel cycle. A current
DOE project [2] is examining safeguards approaches for generic conversion facilities with arange of scales
of throughput. Lawrence Livermore National Laboratory (LLNL) is providing systems modeling and
analysis of plant operations, diversion paths, safeguards verifications, and safeguards system effectiveness.

Figure 1 shows the framework for performing systems analysis for evaluating the effectiveness of a
safeguard system for a uranium conversion facility. Inputs from other laboratories include the facility and
safeguards system characterization. The digraph-fault tree analysisis at the heart of the process. It structures
possible diversion activities in a diversion scenario together with the safeguards measures and activities
relevant to the diversion scenario. Then it incorporates possible failure modes of the safeguards measures
and develops afault tree for the safeguard system in this situation. Among the inputs to the fault tree are the
analysis of the inspector’ s verification of the facility material declarations. Specifically these inputs are the
probabilities of detection of various diversion activities meant to influence the facility’ s declared nuclear
material balance. Outputs of the digraph-fault tree analysis are the probability of success, quantity, and value
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of the material removed in the diversion scenarios. The most attractive diversion scenarios are selected for
time-domain simulation. The simulations track the uranium flow through the facility. The simulations
include normal operation, intermediate storage, normal variations of input flow, and diversion scenarios.
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Figure 1. Framework for performing systems analysis for evaluating the effectiveness of
a safeguard system for a uranium conversion facility

Simulation outputs are the time series of material outputs, which illustrate the data signatures of normal
operation and diversion schemes. The simulation model can be used as an inspection tool. The model can be
stored on the laptops of inspectors while inspection of the plant is occurring. The simulation model can be
run to conduct “what if* scenarios and can be helpful in identifying data signatures that are indicative of
diversion.

DIGRAPH-FAULT TREE METHODOLOGY

The purpose of the digraph-fault tree methodology is to systematically generate and analyze diversion
scenarios. Diversion scenarios for this study describe how afacility could divert a significant amount of
purified uranium without detection. The basic steps to the methodology are:

» Describe system to be analyzed — flows, amounts, unit processes etc
» Describe safeguards measures to be implemented by the Facility Operator and by Inspectors
e List removal nodes (Points of Diversion)
» Definediversion scenarios for each removal node
» Construct adirected graph for each diversion scenario
» Fromthe directed graph, construct a fault tree that describes how the diversion scenario can occur
(top event isfailure of the safeguards system to detect the diversion)
* Fault tree evaluation
1. Find the modes of failure for each diversion scenario called min cut sets
2. Compute the probability of safeguards system failure for each diversion scenario
3. Conduct Sensitivity and Importance Analysis
»  Determine the most attractive diversion scenarios for simulation.



Previous use of the digraph fault tree methodology for safeguards effectiveness assessment

Lawrence Livermore National Laboratory, in the late 70's, devel oped a procedure for the U.S. Nuclear
Regulatory Commission to assess the effectiveness of amaterial control and accounting systems at nuclear
fuel cyclefacilities. [3,4]. The digraph fault tree methodology was used in this study. A test bed design
that was a modification of a section of the Barnwell plant in South Carolinawas used to illustrate the
methodol ogy.

Many elements of the 70" s study described above apply to analysis of fuel cycle facilities for
international safeguards and hence for this study. However, the 70's study did not consider diversion
strategies by facilities, which isimportant for the current study. For example, uranium could be diverted
in one part of the process and the facility could make misdeclarations to conceal the fact that material is
missing. Modeling diversion strategies makes the fault tree process much more complicated and is
considered in this study and illustrated by an example.

Overview of the digraph fault tree methodol ogy
A digraph (directed graph) is an influence diagram that depicts the interrelationship of process variables and
events within a system, represented by nodes in the digraph. The digraph depicts the information flow
associated with generation of anomalies as the facility attempts to divert material and/or conduct
concealment activities so that the diversion is not detected. Anomalies are potential indicators of diversion.
Detection pathsin the digraph represent the generation of anomalies. The information to generate a
detection path in the digraph is based on the
physical or stimulus variablesin figure 2. The
basic starting point is diversion of material

from the facility. The immediate impact is that ssug || Wveenoanon T

the inventory of material in the facility

decreases. Depending upon the strata and
material form diverted, physical variables

such as flow, concentration, mass, radioactive Aé‘T\Foﬁ«s
emissions may change. Asthe material is
removed, the facility may conduct MEASUREMENTS AND |
concealment activities (re-entry from the OBSERVATIONS
bottom right in figure 2). These may generate L Examples, flow, concentration,
. PHYSICAL OR mass, radioactive emissions,
other anomalies that the agency may detect STIMULUS VARIABLES number and type of containers,
such as discrepancies and inconsistenciesin /v\ facility configuration
materl al accountl ng. DIVERSION FACILITY T
OF CONCEALMENT FACILITY
The fault tree is derived from the digraph as MATERIAL ACTIVITIES ACTIONS
follows. As material removal and/or 2 4
concealment activities occur, anomalies start re-enter i

here here

activate detection pathsin the digraph. Each
detection path in the digraph must fail in order
for the facility to successfully divert material Figure 2 — Information flow for generation of
without detection. Materia removal from the detection paths in the digraph

facility isthe first basic event generated in the

fault tree. Then all other basic events (also

known as bottom events, root causes or primary failures) in the fault tree describe al the ways detection
paths can fail to detect diversion and subsequent concealment activities that disguise the diversion. Basic
eventsinclude for example, records falsification, misdeclarations, material substitution, measurement
uncertainties, random component failures, use of unapproved containers or egqui pment, component



tampering, broken seals and inspector error. Asthe facility conducts additional concealment activities, other
detection paths in the digraph must fail that result in the generation of additional AND gatesin the fault tree.

The unique combinations of basic events that cause the fault tree top event to occur are the diversion paths
(called min cut setsin reliability). The min cut sets are obtained by Boolean algebra manipulation of the
fault tree. Once the min cut sets are found and the probability of the basic events determined, the probahility
of successful diversion could be computed by the use of standard fault tree analysis eval uation techniques,
asillustrated in [3,4]. Sensitivity and importance analysis of the fault tree can be conducted. As an example
of asensitivity analysis, one could evaluate the fault tree assuming that material accounting measures arein
place only and that containment and surveillance measures have failed. Animportance analysis could depict
the most likely min cut sets and basic events that contribute to successful diversion. The most attractive
diversion scenarios are identified as candidates for simulation.

Smplified Example

We consider diversion of 10 MTU
(as UFg) fromacold trap at a
uranium conversion facility. We
give credit to material accounting
measures only and consider only the
annual physical inventory
verification in which the inspector
examines the operator declared
mterial unaccounted for (MUF). In
addition, we assume that 50% of the
UF; cylinders are inspected, weighed
and surveyed. We assume that the
facility declares the non-existence of
agross defect by declaring an empty
UFs cylinder full. A cylinder
contains 7.5 MT of U (MTU) as UF.
In addition, we assume that the
operator leaves 2.5 MTU in the
MUF. The actual MUF reported is

then a statistical variable distributed about
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indicated by dashed arrows . Bold lines indicate how these detection paths can fail

Figure 3 — Digraph for Diversion of 10 MT of UF; at acold trap
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Figure 4 — Fault Tree for Successful Diversion of
10 MT of Uranium

MTU MUF anomaly is represented by the
second detection path in digraph. The probability that the MUF measurements will not produce a warning



indicator at the 2 ¢ level, is 0.82 (see statistical analysis below). Thisis the probability that this detection
path will fail. If the inspector examines the misdeclared cylinder, then he would detect an empty cylinder —
represented by the third detection path in the digraph. However, if the inspector does not examine the
cylinder, then the third detection path would aso fail. Bold linesindicate the events that fail al three paths.
The fault treeisshown in figure 4. The fault tree shows for successful diversion to occur isthat all three
detection paths in the digraph must fail. Thereisone min cut set of order 5 to thisfault tree as indicated by
the five basic events indicated by circles. The probability of thismincut setis(1x1x1x0.82x0.5) =
0.41 —it isassumed that intentional facility actions occur with probability 1.

STATISTICAL EVALUATION OF VERIFICATION 0.80
MEASUREMENT PLANS 070 J*

c
Several possible operator measures to conceal a missing % 060 4 -------ooo o
amount of uranium from the MUF indicator involve making £ 050 | .
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asserting it isjust a statistical fluctuation. Verification 0.00 0.50 1.00
measurement pl ans'for inspections will select arandom Gamma per individual container
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methods. For example, one non-destructive analysis and one

more accurate destructive analysis method may beinuse. To  Fig. 5. Probability of nondetection of a
detect a pattern of many very small bias defects, the goal quantity in one year, using two
inspector aggregates all the differences between the measurement methods, and based on a
inspector’ s measurements and the operator’ s declared desired probability of 0.5 or less.

measurements into the difference statistic D [5]. The
inspector also examines the facility’ s stated MUF and the
MUF - D dtatistic.
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stratum is higher, but the overall probability of non-detection remains approximately the same.

To examine for a pattern of bias defects, the inspector combines the differences in measurementsin a
stratum, and then combines strata differences weighted by the stratum size. The quantities of uranium in the
annual material balance for MUF for the generic small facility are typically 100 MT input, 100 MT output of
product and waste, and 30 MT each in the beginning and ending inventories. To detect abias of 10 MT with
3o accuracy requiresac = 3.3 MT or 1.27%. Thisisfeasible, based on ITV values[7] if we assume that
values for clean uranium scrap may be applied to uranium ore concentrates. Reducing the random
uncertainty may require more sampled measurements than for the partial defects sampling plan.

A threshold level of 3c and a probability of 50% of getting an alarm signal for abias of 10 MT leaves
smaller probabilities of getting an alarm signal for smaller biases. Boyer [8] proposes an alarm level of 2c.
This causes afew percent of false alarms from honest biases and measurement statistics, so it isasignal for
further investigation rather than a definite alarm. But it does raise the warning signal with reasonable
probability for deliberate biases of only fractions of a significant quantity. See Fig. 6.

If the difference statistic has ¢ = 3.3 MT, then the facility’ s and the inspector’s ¢ for the same subset of
measured items are expected to be about 2.3 MT each, and likely dominated by the systematic rather than
the random errors. For the digraph example above, the probability of awarning indicator for a deliberate
MUF excessof 2.5 MT is0.18. This2.5 MT is 25% of a significant quantity, and its probability of detection
IS 36% of the overall goal of 50% probability of detection of a significant quantity.

Asan alternate diversion strategy, the 2.5 MT could be concealed by a deliberate bias of 2.5 MT. Then the
probability of awarning indicator from the D statistic is 0.11, or 22% of the overall goal of 50% probability
of detection of a significant quantity.

SIMULATION MODEL

An Extend® simulation model was developed for the generic conversion facility shown in “Uranium
conversion process for asmall size plant” Figure 3 of reference [9]. Extend is a graphical, interactive,
general-purpose simulation program for both discrete event and continuous modeling [10]. The simulation
model consists of eleven modules, each representing part of the conversion process, from receipt of material

=

Production Rate

Receipt of
Material >

> Dissolution |

“D
delay 2 days Dissolver

Figure 7. Feed Hopper Module in Extend Simulation Model



toUF . The Feed Hopper module is shown in Figure 7. It consists of iconic-blocks representing what is

being modeled, the Feed Hopper, processing time, Dissolver, capacity constraint, and charts to monitor the
flow of material at every stage.

Extend (v.6) was used to model the continuous process. Input parameters to the simulation model were sized
to match plant throughput, and were allowed to vary by 5%. The simulation was run for one year with atime
step of one day. Figure 8 shows the plant signature when 10 MTU of UF, was diverted at the cold trap

during a one-year period, it also shows the total amount of yellow cake used during production throughout
the year aswell as the amount of UF, produced. Figure 9 shows the amount of liquid waste produced

throughout the year, in Waste streams r, Raffinate, and Organics measured in Kg. Similar plots were

w2 100MT Yellow Cake
Kg = o

93750
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" \
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Figure 8. Diversion of 10MT of UF6 from Cold Trap Throughout the Year

generated for solid waste. The inspectors can use these simulation results, as atool, to identify abnormal
signatures, which might indicate the diversion of UF; . As an example of an abnormal signature, consider the

Daily Liquid Waste produced

%%%%%

Waste

Organic

aa
W M A A A

Raffinate

Figure 9. Daily Liquid Waste Products



diversion scenario shown in figure 8. UF; is produced in batches. During the year, 3 diversions of
UF, occurred. When diversion occurs, it takes longer to produce a batch of UF, asindicated by the length
of the time interval to produce the batch.
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